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HAYYHO-TEXHUYECKMUW LUEHTP

CoepeMeHHas naboparopus - KOHBeMepHM3aLuMs NPOLLECCOB aHaNM3a

Konnekmme HTLL ®@oboc-HT noa pykoOBOACTBOM 3aMECTMTENA AMPEKIOpa AenaprameHTa BHEAPEHWMA M Pa3BMTMA NPaKIMK
PEMNO Anapen Kyaneuoea: Enena Beixanoea, Aprem Bypka, Anapen Cneneix, lleoHns PeeaxkuH, EereHns

Pemesosa.
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Severity Rewards

Nleonmp - om0
PeBSAKMH

Avg. bountyn/a
33.63% submissions

Medium $250-$1,000

Avg. bounty $250
38.94% submissions

High $1,250-$5,000

Avg. bountyn/a
20.35% submissions

Critical $2,500-$10,000

Avg. bountyn/a
7.08% submissions

h1_analyst_trevor {GEX={eLERIET Y closed the report and changed the status to @ Duplicate (#3407406). 31 minutes ago Duplicate of
Hi @lenix1, . New
Thank you for your report! Duplicate title @
Redacted
Unfortunately, this was submitted previously by another researcher, but we appreciate your work and look forward to additional reports
from you. Duplicate submitted at
October 31, 2025, 11:26pm UTC
At this time, we cannot add you to the original report as the report may contain additional information that we cannot share with you. This B -
. i . - - . uplicate seve
may include personal information or additional vulnerability information that shouldn't be exposed to other users. Thank you for your “"p High (7.7) 4
understanding.
Asset: SourceCode
Have a great day ahead! https://github.com/kubernetes/
apimachinery
Best regards,

Weakness

Al cndine afMac oo AR o

@h1_analyst_trevor




Aesywku B PBMO. B npepasepun 8 mapra BIS Journal
6ecepyer c geBywKamu, paborarowumnu B cchepe PBNO

£ rnaewasn / BIS Journal / My6nukaumm / Tema womepa /
Oesywkn B8 PEMNO. B npegasepnn 8 mapTa BIS Journal 6ecepyet ¢ gesywkamn, pabotaowumn B chpepe FBENO

“— @ @ () secure-software.ru

EneHa
bbixaHoBa
NoHomapeBa

P ®oboc” 29.12.2025

— Baw nyme & PBIN0O?

3ameTkn ayautokoHcaatepa PBINO

MeqyHapanisiit

1) POPYM

Teanenori Besanacht

[ TPEBOBAHWS

NPABUAA AYIMTA:
[ HE NPEANOAATAW

KW3Hb AYAMUTOPA:
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@ Kodpe 3apakeH
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KODE &
> YA3BUMOCTEM

@e AP «OTeyecTBEHHbIN COPT»
| 454 subscribers

~r

@ Enena BbixaHOBa, BeAyLMl cneyumanuct no PBEMO, ?—‘
pykosoauTesnb rpynnel ayanta «HTL ®oboc-HT», npeactasmnna g
oTeyecTBeHHYo 6asy cTaHAapToB B o6nactu PBIMO, 3aTpoHyna %

TEeMy ayANT-KOHCaNTUHIa U NMoje/iniace CBOMM OMbITOM paboTbl B 3@
3TOM HarpasaeHUN. @ _"7



[Tnatdopma [JoBepeHHOro NCKycCTBEHHOrO
UHtennekta (4NN)

[Tnatpopma VN — obnayHaa nnatdopma ansa pa3padboTKu
NOBEPEHHbIX CUCTEM NCKYCCTBEHHOMO MHTEMNeKTa.
ObecneyrBaeT aBTOMaTM3aLMIO MPOLIECCOB MO BbIABNEH IO
1 YCTPAHEHNIO YrPO3, BO3HMKAIOLLIMX Ha BCEX 3Tanax
KM3HEHHOrO LMKMNa pa3paboTkn moaenen MallmHHOro

Aptem
Bypka

obyueHs.

TSP E T
Y CHUCTEMA CEPTU®HKALMN
‘. 4 CPE/CTB3AUITHI HHOOPMAIIN
il - = ) émird

CBHJIETE/TBCTBO
OB ATTECTALIMH 9KCHEPTA

OPI'AHA 110 CEPTUOHKALIMM
(MCHBITATE/TbHOM JIABOPATOPHH)

TMEPBBIH SAMECTHTE/Th IMPEKTOPA ®CTIK POCCHH

57 7 SRS 4

CraTnuyeckmi aHanusaTtop Svace

Svace — HeobXOAMMbIN MHCTRYMEHT XM3HEHHOIO LKA Pa3paboTKy
6e3onacHoro 10, OCHOBHOWM CTaTUYECKMI aHAIM3aTOP KOMMaHUM Samsung.
Ob6HapyxmBaeT bonee 70 KNAaCCOB KPUTUUECKMX OLIMOOK B MCXOOHOM KOAE.
MopgaepxunsaeT asbikn C/C++, CH, Java, Kotlin, Go, Python, Scala, Visual Basic .NET;
B JIErKOBECHOM aHanm3e noaaepKnBaeT A3blk JavaScript. BKouéH 8 EaQnHbIn
peectp poccunckoro MO (Ne4047). MNocTtasnaeTca ¢ web-mHtepdencom
NPOCMOTPa NpeaynpexaeHnin Svacer (Svace History Server).
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CotpyaHuku HTL, «doboc-HT»
HarpaxxaeHbl Meganamu PCTIK

Poccuu

Mepanu «3a ykpenneHue
rocyapCTBEHHOM CUCTEMbI 3aLLUTbI
nHpopmauum» | 1 Il ctenexHn

Bpy4YeHbl coTpyaHukam HTL, «Poboc-
HT»

TexHnyYecKmm

AvpekTop

CHCTEMA CEPTHOUKALIMN
4 CPE/ICTB 3AIINTHI HHOOPMAIMI

CBUJETE/IBCTBO
OB ATTECTAIIUM OKCHEPTA
OPI'AHA 110 CEPTUOUKALIMM
(MCTIBITATE/IBHOM JIABOPATOPHY)
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A yTO genartb-10?

[pobnematuka

TECTHPOBEHME Ha NPOHUKHOBEHWE

DOCS LIKE
CODE

C 4Yero HauaTb?

MogenuposaHue busHec-
npoLeccos

COO=
SCORING

KOMNO3WUMOHHBIA aHanu3

|_M Hy»xHO 6exxathb co Bcex HOT, 4T0BbI TONBKO OCTaBaTLCA HAa MecTe

CI/CD

AsTomaTKnzauma cbopkun n
TECTUPOBaHWA

7LUNTRY

Be3onacHOCTb CpeacTs

OpKecTpaunu
HoTauua moaennpoBaHua P P

COBpeMeHHaﬂ NN 6M3HeC-NpoLEeCCoB

Bo3amoXHO nu cuntatbcst NnepeoBoii
ucnelTatensHon nabopaTopuein KOHUEHTPUPYSCb Ha
MCMbITAHMSX Kak caMoLenn?

1. CoBpeMeHHas cepTudukaums 3To Npo Npouecchl
y paspabotymnka. [lenatb npoLecchl «3a» Hero -
HernpasunbHO U B obLLeM crnydae HEBO3MOXHO.

3 '. Tem Gonee HenpaBUIbHO 3aKpbIBaTb

) 3R npoleccHble Tpe6oBaHUA TONbKO

OOKyMeHTauuen. HyxxHo damb yOOouKy.

2.Paborta Ha ypoBHe, Tpebyemom PCTIK Poccum,
AaeT OrpOMHble HACMOTPEHHOCTb, 3HAHWUSA W OMbIT.
BbIno 6kl CTpaHHO He AaTb UM BLIMTK 3a Npegernsl
BeuvHoro konsua PeweHne-MnM-lNpoTtokon.
3arnpoc Ha PBEI1O Ha pbiHKe MOJ/IbKO Hapacmaem




Ananu3 Kubernetes
Ha Hannuue CVE

@ CkaHupyem 06pasbi
@ TMpoBepseM KnacTepbi
@ BoisiBnfem ysi3BUMOCTU

g
@ [DenaeM UHGPaCTPYKTYpY lllb

6e3onacHee

Momolub B co3paHum
LeTeKTopoB AN Svace

Bmecte penaem aHanus koga
TouHee 1 adppekTUBHee!

AHanusmpyem 3agauum

1 Tpe6oBaHUs
E MpoekTupyem n paspabarbisaem
[eTEeKTOpb!
Muwem npasuna Ha si3blke
fieTeKTopoB Svace
@ TecTupyem, CONpoBOXAaEM
1 ynyyiiaem
i ——
AHANU3 KOPA

" pABMIIA . & SVACE

CoprnH quCTBO k ' ": ' \\ = : ' HETEKTOPH gz(:g::::::t::
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LieHTp posepeHHoro UA
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/

O6bennHaeM aKCnepTusy
panu 6esonacHoro 6byayuiero UA!

Bug Bounty

ana CodeScoring

HaxoauMm ya3BMMOCTH —
penaeM NpoayKTbl 6esonackee!

wem yszsumocTn \

B npopaykTax CodeScoring

? Monyuaem Harpagbl
3a HalpaeHHble 6arn

Pa3BvBaeM AOBEPEHHbIN
v 6esonacHbiin UA

O6beguHAEM HayYHble
KOMMETEeHLMU 1 NPaKTUKY

Wccnegyem, Tectupyem,

CO34aEéM TEXHONMOrUK

BmecTe dopMupyem cTaHpapThl
W NyyLime NpPaKTUKu

[enaem 6e3onacHocTb
nyyle BMecTe

EHTP CodeScoring
Mcn ’ % EOBEPEHHOFO
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Mecsaubl 1-3

Mecsaupbl 4-8

Mecaubl 9-12
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MepBuyHbIA ayguT
M KOHCaANTUHT

* AHanus TekyWero COCTOAHUA
MPOUECCOB M MHCTPYMEHTOB

+ BoimeneHue PUCKOE M npDﬁnEMHblx 20H

+ PekomeHZauuu no ynyyiueHuio

PesynbTat yepes 1 rop;

g herTMBHLIE NPOUECCH
W pernamMeHThl

@

CospaHue pernameHTos ,
BHEAPEHUE UHCTPYMEHTOB

aHanusa u aBToMaTu3aumum

B pipeline paspa6otku MO

L TK. rnameHToB 1 kH KIJ,HI-"TI
PazpaboTka pernamMeHToE W MHCT

+ MNogbop ¥ BHESPEHWE MHCTPYMEHTOR
aHanu3a ucxogHoro koga Mo

+ ApTomarusauws paboThl MHCTPYMEHTOB
e pipeline pazpafoTkn

PIPELINE

COMMIT | AMALYZE | BUILD TEST  DEPLOY

8-8-8-8-8

- > D

_“"‘\
CoBmecTHOE co3gaHue

METOAWKU AN1A OLLeHKW KayecTBa
npoueccos paspabortku NO

* PaspaboTka meTogukn camo ayguTa
« OnpepeneHve KPUTERPHMEB M METRWK
+ [MogroToBka 4eK-NMCTOB W WiabnoHos

METOANKA
CAMO AYUTA

ABTOMaTHIMPOBAHHBLIA s MeToguka camo ayauTa
aHanus e pipeline M LNA NOCTOAHHONO
ynyuLIeHUA

MoebileHWe KavecTea,
6e30NacHOCTM M CKOPOCTH
pazpaboTiun MO
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